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Eleving Group (manee — KomnaHnusa) cTpemutcs obecneuntb WHAPOPMALMOHHYIO 6e30macHOCTb M 3aluTy  Hawmx
MHPOPMALIMOHHBIX pecypcoB OT knbepyrpo3. Mbl nooLupsieM OTBETCTBEHHOE packpbiThe MHopmaumy 06 owmnbkax B cucteme
6e3onacHOCTM, kak 3TO NPeAyCMOTPEHO AaHHO MONUTUKOW, U NpUBETCTBYEM NtobbIx MccrnenoBaTenelt 6esonacHoCcTu, KOTopble

coobLLaloT 0 HeJocTaTkax B HaLLMX ycryrax v pecypcax.
1 O6nacTb npuMeHeHus

OT1a nonuTuka NpUMeEHAEeTCA K cnegyrwnmMm JOMeHaM:

®  *easycar.ee
Wckntoverue:
e  autodiscover.easycar.ee

Mbl oxmaaeM coobLeHnn o Takux owmbkax, kak Cross-Site Scripting (XSS), SQL injections, HepgocTaTky wmMpoBaHus,

HEeOOoCTaTKn ayTeHTVIq)VIKaLI,VIVI nT.A.

Llenb TecTMpoBaHusi: BbISIBEHWE HEOOCTaTKOB cUCTEM Ge30MacHOCTM ANs NpeaoTBpaLLeHUst Yrpo3bl HECAHKLMOHNPOBAHHOTO
[0CTyna K MHopMaLmmn 1 ee packpbITUs.

KomnaHusa He gaeT paspeLleHns Ha OCyLLEeCTBEHNE Kaknx-nmbo AenNCcTBUN ¢ MHOpMaLmen, 4OCTYN K KOTOPOW NOTeHLMansHO

MOXeT ObITb nosny4yeH B pedyribTaTe BblABIIEHUA oLIMBOK B cUCTEMAX 3aLUMThI NHdOopMaLuK.

2 Cnepyiolme TUNbl TECTOB HE pa3peLueHbl:
e  CeTeBble NPOBepKM Ha 0Tka3 B obcnyxuBaHum (DoS, DDoS),
e  KomnpomeTaums y4eTHbIX AaHHbIX MeTodom brute-force,
e CoumarsbHasi UHXeHepus,
e  TecTupoBaHue PU3MYECKOro A0CTyna,

e Jlioboe gpyroe HeTeXHMYeckoe TeCTUPOBaHNE Ha OLIMOKN.
3 Opuaunyeckoe packpbiTve nHopmaumm
Mbl npuHuMaem coobleHusi 06 owmbkax B MepevmcrieHHbIX Bbille 0bnacTsx v cormacHbl He Bo3byxaaTb cyAebHbIX MCKOB
NpPOTUB NULY, KOTOPbIE:

e  CobnioaaloT 3Ty MONMTUKY BO BPeMs nccreaoBaHns 6e3onacHocTy;

e  3aHMMaloTCA TECTMPOBaHVEM NPOAYKTOB U ycryr 6e3 yuiepba ANs HaLMX CUCTEM U AaHHbIX;

e  BosgepxuBatoTcs OT pasrnalleHuns nHdopmauum 06 obHapy>KeHHON oLnbKe [0 NCTeYEHNS B3aUMHO COrnacoBaHHOrO

cpoka.

Mbl ocTaBnsiem 3a cobon npaBo MNMPUHUMATbL WU OTKIOHATb nobble cooblleHns o mobbix ownbkax M OercTBoBaTh B

COOTBETCTBUM C HALLVMMU BHYTPEHHUMU MpaBuniaMm v npoenypamu.
4 Kak BblI MOXeTe coobWuTb?
Ecnu Bbl cunTaeTe, 4To 06HapYXMUMKM OLLNGKY B HALLUX MHPOPMALIMOHHBIX pecypcax, NoXxarnyncra, CBSXKMTECh C HAMU Mo agpecy
security@eleving.com 1 ykaxuTe cneayoLyto nHopmaLmio:

o MogpobHoe onvcaHmne ownbkuy;

e [logpo6Has nHdopmaLuusi o paboTte oLmnbku;

e  Ecnv npumMeHMMO, CCbInKy, CKPUHLLIOTHI MM Mobyo Apyryl MHGOPMauuio, KoTopasi MoMOXeT Ham onpeaenutb

HanOEeHHY Bamy OLLMOKY.

CoobLeHne 06 ownbke MoXeT ObiTb caenaHO aHOHUMHO.
Ecnu B coobLieHnn Bbl ykasbiBaeTe cBOU MAEHTUMDUKALMOHHBIE CBEAEHUS, TO OTNPaBMss AaHHOE COOOLLEHMNE Ha yKa3aHHbIN
afpec 3NeKTPoOHHOW nouThl, Bbl gaeTe cormacve Ha 06paboTky Hamu Bawmx nepcoHanbHbIX LaHHbIX B COOTBETCTBUM
¢ MNonutuko KoHPUAEHUMANbLHOCTU, pa3MELLEHHON Ha caiTe mogo.by, B uensx u obbeme, ykasaHHbIX B M. 3.6. gaHHON
MonuTrKM KOHMAEHLMANBHOCTY.

5 Yero mbl Xxgem ot Bac?

O6paTVITe BHMUMaHue, 4TO BO BpeMA UCClie0BaHUA oLmnbkm KpaﬁHe BaXKHO cobnogatb 3Tn npasuna:


https://www.easycar.ee/
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e  Bbl He ucronb3yeTe 0BHapyKeHHy OoLWMBKY Ans JOCTyna Wnv MOMbITKU AOCTyna K MHGopMaLum, koTopasi Bam He

NPUHAANEXMUT (TONMbKO ANA AOKa3aTeNbCTBa CyLLECTBOBaHUS OLINGKN);
®  Bbl He Ucronb3yeTe 06HapY>KEHHYIO OLIMOKY ANs yAaneHWsi, KONMPOBaHUS UMM U3MEHEHUS MH(OPMaLIUK;
®  Bbl CBOEBPEMEHHO UHGOPMUPYETe Hac 06 OLIKGKe ¥ NO3BONAETE HAM YCTPaHWUTL €€, Mpexae Yem oGHapodoBaTh.

6 Yero oxmaatb OT Hac?

Mbl He npeanaraem hMHaAHCOBYIO KOMMEHCALMIO, HO Korda 3asiBrieHHast olnbka byaeT ycTpaHeHa, Mbl MOXEM MpefoCcTaBUTh

NOMOLLb U MHCpOpMaLIMIO Anst I'Iy6]'IVIKaLI,VIVI TeCTUPOBaHUA, €Clnn Ha 3TO eCTb B3aMHaA JOroBOPEHHOCTb.



