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Eleving Group (manee — Komnanusi) cTpemutcsi obecneunmTb WHEPOPMaUMOHHY0 6e30nmacHOCTb M 3awuTy  Halmx
MH(OPMaLMOHHbBIX PECYPCOB OT knbepyrpo3. Mbl NooLLpsieM OTBETCTBEHHOE packpbiTue nHdopmauumn 06 ownbkax B cucteme
6e3onacHOCTH, Kak 9TO NPefyCMOTPEHO AaHHOW MOIMTUKON, U MPUBETCTBYEM N0ObLIX nccnegoBaTenern 6e3onacHoCT, KOTopbie

co06LaloT 0 HeJocTaTKax B HaLLMX ycryrax v pecypcax.
1 O6nactb NpMMeHeHus

OTa nonutrka NpUMeHAeTCA K crnejyrownm goMeHam:

(] *.easycar.ee

Wckntovenne:
®  autodiscover.easycar.ee
®  eleving.com/.env, eleving.com/.aws/config n eleving.com/.aws/credential (Mbl peanusoBanu ncnonb3oBaHne annos-
NPUMaHOK, 34eCb HEeT AOCTOBEPHOW MHpopMaLmn.)
Mbl oxmpaem cooblieHMn o Takux owmbkax, kak Cross-Site Scripting (XSS), SQL injections, HegocTaTku LmdpoBaHus,
HeJoCTaTKv ayTeHTUduKaumm n T.4.

LLeJ'Ib TeCTUpOBaHUA: BbiABIIEeHUE HEJOCTAaTKOB CUCTEM 6e3onacHocTu Ans npegoTepalleHna yrpo3bl HeECaHKLMOHNPOBAHHOIO

[0CTyna K MHhopMaLMm 1 ee packpbITUS.

KomnaHusa He faet paspelueHns Ha ocyLlecTBrneHune Kakmx-nmbo AeicTBuiA ¢ nHdopmMaumen, AO0CTyn K KOTOPOMN NOTEHLMansHo

MOXET ObITb MOMy4YeH B pe3yrnbTaTe BbIBIEHNS OLUMGOK B CUCTEMaX 3alunTbl MHGOPMaLMN.

2 Cnepytowme TUNbI TECTOB He pa3peLleHbl:
e  CeTeBble NpoBepku Ha oTka3 B obcnyxuaHun (DoS, DDoS),
e  KomnpomeTauus y4eTHbIX AaHHbIX meTofom brute-force,
e  CoumanbHas NHXeHepus,
e  TecTupoBaHue n3nM4ecKoro goctyna,

e Jlioboe opyroe HeTeXHUYEeCKoe TECTUPOBaHNE Ha OLLMGBKM.
3  KOpupunyeckoe packpbiTue uHdopmMaumm
MbI npuHuMaem coobLyeHust 06 owmnbkax B MepeyvncrieHHbIX Bbille 06MnacTsix M cornacHbl He Bo30OyxaaTb cyaebHbIX UCKOB
NpOTUB NWL, KOTOPbIE:

e  CobntoaatloT 3Ty MOMUTUKY BO BpPEMS MCCrefoBaHus 6e3onacHocTy;

®  3BaHuMMatoTCcH TECTUPOBAHWEM MPOAYKTOB 1 ycnyr 6e3 yuwepba Ansg Halmx CUCTEM U AaHHBbIX;

e  BosgepxuBarTcsi OT pasrialleHns uHhopmaumm 06 obHapy>KeHHOM oLIMbBKe [0 UCTEYEHWUS B3aWMHO COrNacoBaHHOIO

cpoka.

Mbl octaBnsiem 3a coboil MpaBo MPUMHMMATb WKW OTKIOHATH Mtobble cooblieHnss o Nbbix owwnbkax u AencTtsoBaTb B

COOTBETCTBMM C HALLMMW BHYTPEHHNMM NpaBunaMm 1 npoweaypamu.
4 Kak Bbl MOXeTe cooowuTL?
Ecnu Bbl cuntaeTte, 4To 0OOHAPYXMNK OLNOKY B HaLLMX MHAOPMAaLIMOHHBIX pecypcax, Noxanymncra, CBSXKUTECh C HaMK No agpecy
security@eleving.com u ykaxuTe cneayoLLlyto MHopmaLmnio:

o Mogpo6Hoe onvcaHne ownbku;

e [logpo6Hasi MHpopmauus o paboTe ownbku;

®  ECnu NpMMEHUMO, CCbISIKY, CKPUHLLOTbI Ui mobyio Apyryio MHAOpMaLuuio, KOTopas NMOMOXET Ham OnpeaenuTtb

HanOeHHY0 BaMu OLIMGKY.

CoobLeHre 06 olwmnbke MoxeT BbITb caenaHo aHOHUMHO.

Ecnun B coobLieHnn Bbl ykasbiBaeTe CBOM MAEHTUMKALMOHHbIE CBEAEHNS, TO OTMNpPaBnss AAaHHOE COOOLLEeHNEe Ha yKasaHHbIN
agpec SneKkTpoHHOW nouyThbl, Bbl gaete cornmacve Ha o6paboTky Hamu Balimx nepcoHanbHbIX AaHHbIX B COOTBETCTBUU
¢ MNonuTtukon KOHMUAEHLUNANBbHOCTU, pa3MELLEHHON Ha canTe mogo.by, B uensx u obbeme, ykasaHHbiX B M. 3.6. AaHHOM

MonnTUKN KOHPMAEHLMANBHOCTN.
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5 Yero mbI Xxaem ot Bac?
O6patute BHMMaHWe, YTO BO BPEMS MCCreoBaHMs OWMOKM KpaHe BaxkHO cobntogaTth 9TU npaBuna:

° Bbl He ncnonbdyete o6Hapy>KeHHyro OLLII/I6Ky Ona Ooctyna unu nonbITKKU A0CTyna K MHdOpMauun, Kotopas Bam He

npyvHaanexuT (ToNbKo Ansi JoKasaTenbCTBa CyLLECTBOBAHUS OLLINGKN);
Bbl He ncnonb3yeTte obHapy>KeHHy OLIMOKY AN yaaneHusi, KONMpoBaHUs U U3MEHEHUS MHdopMaLuK;

®  Bbl cBOEBpeMeHHO MHdopmMmpyeTe Hac 06 oLMbKe 1 MO3BOMNAETE HaM yCTPaHUTL €€, nMpexae Yem obHapoaoBaTh.

6 Yero oxupartb OT Hac?
Mbl He npegnaraem UHaHCOBYIO KOMMEHCaLMIo, HO KorAa 3asiBrieHHas owwmbka 6yaeT ycTpaHeHa, Mbl MOXXeM NpefocTaBUTb

nomMoulb n MH(bOpMaLl,VIIO onga ny6n|/|Kauvw| TeCTUpOoBaHUA, eCli Ha 3TO eCTb B3aMHasd AOroBOPEHHOCTb.



